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Predefined labels are saved in the \EFI\OC\Resources\Label directory. Each label has .1bl or .12x suffix to represent
the scaling level. Full list of labels is provided below. All labels are mandatory.

e EFIBoot — Generic OS.

e Apple — Apple OS.

e AppleRecv — Apple Recovery OS.

e AppleTM — Apple Time Machine.

e Windows — Windows.

o Other — Custom entry (see Entries).

e ResetNVRAM — Reset NVRAM system action or tool.
e SIPDisabled — Toggle SIP tool with SIP disabled.

e SIPEnabled — Toggle SIP tool with SIP enabled.

e Shell — Entry with UEFI Shell name (e.g. OpenShell).
e Tool — Any other tool.

Note: All labels must have a height of exactly 12 px. There is no limit for their width.

Label and icon generation can be performed with bundled utilities: disklabel and icnspack. Font is Helvetica 12 pt
times scale factor.

Font format corresponds to [AngelCode binary BMF. While there are many utilities to generate font files, currently it is
recommended to use |[dpFontBaker to generate bitmap font (using CoreText produces best results) and fonverter to
export it to binary format.

11.5 OpenRuntime

OpenRuntime is an OpenCore plugin implementing 0C_FIRMWARE_RUNTIME protocol. This protocol implements multiple
features required for OpenCore that are otherwise not possible to implement in OpenCore itself as they are needed to
work in runtime, i.e. during operating system functioning. Feature highlights:

o NVRAM namespaces, allowing to isolate operating systems from accessing select variables (e.g. RequestBootVarRouting
or ProtectSecureBoot).

¢ Read-only and write-only NVRAM variables, enhancing the security of OpenCore, Lilu, and Lilu plugins, such as
VirtualSMC, which implements AuthRestart support.

o NVRAM isolation, allowing to protect all variables from being written from an untrusted operating system (e.g.
DisableVariableWrite).

o UEFI Runtime Services memory protection management to workaround read-only mapping (e.g. EnableWriteUnprotector).

11.6 OpenLegacyBoot

OpenLegacyBoot is an OpenCore plugin implementing 0C_BOOT_ENTRY_PROTOCOL. It aims to detect and boot legacy
installed operating systems on supported systems, such as OpenDuet and Mac models capable of legacy booting.
Usage:

o Add OpenLegacyBoot.efi and also optionally (see below) OpenNtfsDxe.efi to the config.plist Drivers
section.

¢ Install Windows or another legacy operating system as normal if this has not been done earlier — OpenLegacyBoot
is not involved in this stage and may be unable to boot from installation media such as a USB device.

e Reboot into OpenCore: the installed legacy operating system should appear and boot directly from OpenCore
when selected.

OpenLegacyBoot does not require any additional filesystem drivers such as OpenNtfsDxe.efi to be loaded for base
functionality, but loading them will enable the use of .contentDetails and .VolumeIcon.icns files for boot entry
customisation.

11.6.1 Configuration

No additional configuration should work well in most circumstances, but if required the following options for the driver
may be specified in UEFI/Drivers/Arguments:
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6. Sign all the installed drivers and tools with the private key. Do not sign tools that provide administrative access
to the computer, such as UEFI Shell.

7. Vault the configuration as explained section.

8. Sign all OpenCore binaries (BOOTX64.efi, BOOTIa32.efi, OpenCore.efi, custom launchers) used on this system
with the same private key.

9. Sign all third-party operating system (not made by Microsoft or Apple) bootloaders if needed. For Linux there is
an option to install a user built, user signed Shim bootloader giving SBAT and MOK integration, as explained in
the /Utilities/ShimUtils directory of OpenCore source or releases.

10. Enable UEFT Secure Boot in firmware preferences and install the certificate with a private key. Details on how to
generate a certificate can be found in various articles, such as this one, and are out of the scope of this document.
If Windows is needed one will also need to add the Microsoft Windows Production CA 2011. To launch option
ROMs or to use signed Linux drivers if not using a user build of Shim, Microsoft UEFI Driver Signing CA| will
also be needed.

11. Password-protect changing firmware settings to ensure that UEFI Secure Boot cannot be disabled without the
user’s knowledge.

12.3 Windows support
Can I install Windows?

While no official Windows support is provided, 64-bit UEFI Windows installations (Windows 8 and above) prepared
with Boot Camp are supposed to work. Third-party UEFT installations as well as systems partially supporting UEFT
boot, such as Windows 7, might work with some extra precautions. Things to consider:

o MBR (Master Boot Record) installations are legacy and are only supported with the OpenLegacyBoot driver on

o All the modifications applied (to ACPI, NVRAM, SMBIOS, etc.) are supposed to be operating system agnostic,
i.e. apply equally regardless of the OS booted. This enables Boot Camp software experience on Windows.

e macOS requires the first partition to be EFI System Partition, and does not support the default Windows layout.
While OpenCore does have a workaround for this, it is highly recommend not to rely on it and install properly.

o Windows may need to be reactivated. To avoid it consider setting SystemUUID to the original firmware UUID.
Be aware that it may be invalid on old firmware, i.e., not random. If there still are issues, consider using HWID
or KMS38 license or making the use Custom UpdateSMBIOSMode. Other nuances of Windows activation are out
of the scope of this document and can be found online.

What additional software do I need?

To enable operating system switching and install relevant drivers in the majority of cases Windows support software
from Boot Camp)is required. For simplicity of the download process or when configuring an already installed Windows
version a third-party utility, Brigadier, can be used successfully. Note, that |7-Zip may be downloaded and installed
prior to using Brigadier.

Remember to always use the latest version of Windows support software from Boot Camp, as versions prior to 6.1 do
not support APFS, and thus will not function correctly. To download newest software pass most recent Mac model
to Brigadier, for example ./brigadier.exe -m iMac19,1. To install Boot Camp on an unsupported Mac model
afterwards run PowerShell as Administrator and enter msiexec /i BootCamp.msi. If there is a previous version of
Boot Camp installed it should be removed first by running msiexec /x BootCamp.msi command. BootCamp.msi file
is located in BootCamp/Drivers/Apple directory and can be reached through Windows Explorer.

While Windows support software from Boot Camp solves most of compatibility problems, the rest may still have to be
addressed manually:

e To invert mouse wheel scroll direction FlipFlopWheel must be set to 1 as explained on SuperUser.

e RealTimeIsUniversal must be set to 1 to avoid time desync between Windows and macOS as explained on
SuperUser (this is typically not required).
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